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So … what did you reason about today?



So … what did you reason about today?



• 15 minutes drive without traffic

• not a major holiday, but 20k+ attendants from NeurIPS

• will it take long to get a ride share?

• not too big an airport (500-600 flights daily) 
in comparison to Atlanta (2000+ flights daily)

• will it take long to check out the hotel?

So … what did you reason about today?



This vs. Current LLM reasoning benchmarks 

Your Daily Reasoning 
(as a normal human being)
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This vs. Current LLM reasoning benchmarks 

BIG-Bench Extra Hard 
(used in OLMo3 evaluation)

Humanity’s Last Exam 
(used in Gemini3 evaluation)

Your Daily Reasoning 
(as a normal human being)



What’s the difference?

BIG-Bench Extra Hard 
(used in OLMo3 evaluation)

Humanity’s Last Exam 
(used in Gemini3 evaluation)

Your Daily Reasoning 
(as a normal human being)

Numerical, but deterministicMath/Logic tests on toy examplesNumerical, with some uncertainty



Probabilistic Reasoning
Reasoning that deals with uncertainty by using probability theory to assess likelihoods, draw 
inferences, and make decisions, unlike deterministic logic. 

Marketing

Legal Decision

e.g., predicting product success

How many purses in each color to manufacture?

Medical Diagnosis



Why So Few LLM Probabilistic Reasoning Benchmarks?
• Hard to collect “ground-truth” for many decision making or predicting scenarios

• A lot of such data is in private collection 

• Evaluation is inherently challenging, given the uncertainty 

“Should I open business at location A or B?”

BIRD (Feng, Zhou, Lin, Roth; ICLR 2025)



LLM Probabilistic Reasoning Benchmark: Design Goals

Realistic — grounded in everyday scenarios that humans naturally reason about

Evaluable — uses public data where sufficiently reliable ground truth can be collected

Socially Meaningful — not just for publishing papers, but helpful for real users



We found one use case that fits all 3 criteria!



The Holy Grail of AI / NLP

Probabilistic Reasoning with 
LLMs for k-anonymity Estimation

  Jonathan Zheng              Alan Ritter                 Sauvik Das                 Wei Xu



Does Townsville have the highest inflation in the 
entire country? 
 
Been here 20 years. I work in Tech, but $10 for eggs is 
ridiculous! Luckily, I don't have to deal with landlords 
and increasing rent. 


My son's daycare also recently increased their rate. I 
only have 4 months of maternity leave, so I'm looking 
for affordable childcare options in the area. 

i.e., how many (K) people in the entire world fit this description?

Yao Dou, Isadora Krsek, Tarek Naous, Anubha Kabra, Sauvik Das, Alan Ritter, Wei Xu. “Reducing Privacy Risks in Online Self-Disclosures with Language Models” (ACL 2024)

How much privacy risk is posed to an               user?

https://arxiv.org/pdf/2311.09538.pdf


How much privacy risk is posed to an               user?

Does Townsville have the highest inflation in the 
entire country? 
 
Been here 20 years. I work in Tech, but $10 for eggs is 
ridiculous! Luckily, I don't have to deal with landlords 
and increasing rent. 


My son's daycare also recently increased their rate. I 
only have 4 months of maternity leave, so I'm looking 
for affordable childcare options in the area. 

Location

Occupation

Housing
Family

Health/Gender

i.e., how many (K) people in the entire world fit this description?

Yao Dou, Isadora Krsek, Tarek Naous, Anubha Kabra, Sauvik Das, Alan Ritter, Wei Xu. “Reducing Privacy Risks in Online Self-Disclosures with Language Models” (ACL 2024)

https://arxiv.org/pdf/2311.09538.pdf


Hello, I want to name my business/company. I am going to start Information 
Technology company. We will provide software development services! I am 
thinking of 2 names:  

 

1.Mint InfoTechs  

2.MintTechs 

It will be focused on Development, Programming and futuristic technologies. 


[a modified example from real user conversations with ChatGPT]

Similarly, how much privacy risk is posed to a LLM user?



The poster has provided several personal disclosures. Let’s analyze them step-by-step to extract implications and 
compute the estimated k-anonymity.


Step 1: Disclosures and Implications

The user lives in Townsville, Australia. The poster works in the tech industry. The poster likely owns their home 
(not renting). The user has at least one child. The poster is a woman who recently gave birth.


Step 2: Population Base

Townsville, Queensland, Australia has a population of about 204540.


Step 3: Estimate Each Disclosure

Women: About 50% of Townsville’s population

204540 × 0.5 = 102270


Working in Tech: Nationally in Australia, about 10% of workers are in tech. Assume similar proportion in Townsville.

102270 × 0.1 = 10227


Homeowners (No Landlords): [… omitted for space …] 

Has a child (with a son in daycare): Around 5% of women are new mothers or have toddlers (0–3 y/o).

7158.9 × 0.05 = 204.54


Maternity leave (has had a child recently): Since this overlaps with the above and specifies 4 months of maternity 
leave (which aligns with Australian national policy), we maintain this estimate rather than reduce further.


Step 4: [… omitted for space …]


<answer>205</answer>


Chain-of-thought with few-shot demonstrations

Jonathan Zheng, Sauvik Das, Alan Ritter, Wei Xu. "Probabilistic Reasoning with LLMs for k-anonymity Estimation" (NeurIPS 2025)



The poster has provided several personal disclosures. Let’s analyze them step-by-step to extract implications and 
compute the estimated k-anonymity.


Step 1: Disclosures and Implications

The user lives in Townsville, Australia. The poster works in the tech industry. The poster likely owns their home 
(not renting). The user has at least one child. The poster is a woman who recently gave birth.


Step 2: Population Base

Townsville, Queensland, Australia has a population of about 204540.


Step 3: Estimate Each Disclosure

Women: About 50% of Townsville’s population

204540 × 0.5 = 102270


Working in Tech: Nationally in Australia, about 10% of workers are in tech. Assume similar proportion in Townsville.

102270 × 0.1 = 10227


Homeowners (No Landlords): [… omitted for space …] 

Has a child (with a son in daycare): Around 5% of women are new mothers or have toddlers (0–3 y/o).

7158.9 × 0.05 = 204.54


Maternity leave (has had a child recently): Since this overlaps with the above and specifies 4 months of maternity 
leave (which aligns with Australian national policy), we maintain this estimate rather than reduce further.


Step 4: [… omitted for space …]


<answer>205</answer>


missed to consider the gender imbalance in Tech

Chain-of-thought with few-shot demonstrations

Jonathan Zheng, Sauvik Das, Alan Ritter, Wei Xu. "Probabilistic Reasoning with LLMs for k-anonymity Estimation" (NeurIPS 2025)



The poster has provided several personal disclosures. Let’s analyze them step-by-step to extract implications and 
compute the estimated k-anonymity.
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Step 4: [… omitted for space …]


<answer>205</answer>


Chain-of-thought with few-shot demonstrations

In the contrary, the number should significantly further reduce
Jonathan Zheng, Sauvik Das, Alan Ritter, Wei Xu. "Probabilistic Reasoning with LLMs for k-anonymity Estimation" (NeurIPS 2025)



BRANCH: Probabilistic reasoning w/ Bayesian networks
LLMs (or humans) are instructed to determine an “optimal” ordering of disclosures as variables.

P (women | Work in Tech) P (Work in Tech | women) is easier thane.g.,

Jonathan Zheng, Sauvik Das, Alan Ritter, Wei Xu. "Probabilistic Reasoning with LLMs for k-anonymity Estimation" (NeurIPS 2025)



BRANCH: Probabilistic reasoning w/ Bayesian networks

Townsville

Work in Tech

No Landlords

Newborn Son

Woman

LLMs (or humans) are instructed to determine an “optimal” ordering of disclosures as variables.
P (women | Work in Tech) P (Work in Tech | women) is easier than

P (C | B, A)

P (B | A)

 × P (A)

P (D | B, A)

P (E | D, A)

e.g.,

Jonathan Zheng, Sauvik Das, Alan Ritter, Wei Xu. "Probabilistic Reasoning with LLMs for k-anonymity Estimation" (NeurIPS 2025)



This helps generate questions that LLMs or search engine or human can possibly answer. 

What is the population  
in Townsville?

% of people in Tech in 
Townsville that have no 
landlords

% of people in 
Townsville that work 
in Tech 

% of people working 
in Tech in Townsville 

that are women% of women in 
Townsville that have a 

newborn son

P (C | A, B) = ?

P (B | A) = 0.05

 × P (A) = 204,541

P (D | B, A) = 0.3

P (E | D, A) = 0.0119

BRANCH: Probabilistic reasoning w/ Bayesian networks

Jonathan Zheng, Sauvik Das, Alan Ritter, Wei Xu. "Probabilistic Reasoning with LLMs for k-anonymity Estimation" (NeurIPS 2025)



% of people in Tech in 
Townsville that have no 
landlords

P (C | A, B) = ?

Some questions are harder to answer than others. Verbalize confidence then generalize.

% of people working in Tech in 
Townsville that own property

% of people working in Tech in 
Townsville that live with parents

% of people in 
Townsville that own property

% of people working in the labor force 
in Townsville that live with parents

BRANCH: Probabilistic reasoning w/ Bayesian networks

Jonathan Zheng, Sauvik Das, Alan Ritter, Wei Xu. "Probabilistic Reasoning with LLMs for k-anonymity Estimation" (NeurIPS 2025)



% of people in Tech in 
Townsville that have no 
landlords

P (C | A, B) = 0.57 + 0.12

Some questions are harder to answer than others. Verbalize confidence then generalize.

% of people working in Tech in 
Townsville that own property

% of people working in Tech in 
Townsville that live with parents

% of people in 
Townsville that own property

% of people working in the labor force 
in Townsville that live with parents

BRANCH: Probabilistic reasoning w/ Bayesian networks

Jonathan Zheng, Sauvik Das, Alan Ritter, Wei Xu. "Probabilistic Reasoning with LLMs for k-anonymity Estimation" (NeurIPS 2025)



Some of these questions could be answered by LLMs very well or fairly well … (RAG or tool use) 

% of women in 
Townsville that have a 

newborn son

P (E | D, A) = 0.0119

BRANCH: Probabilistic reasoning w/ Bayesian networks

Jonathan Zheng, Sauvik Das, Alan Ritter, Wei Xu. "Probabilistic Reasoning with LLMs for k-anonymity Estimation" (NeurIPS 2025)



TABLE 8.01 MOTHERS BIRTHING IN QUEENSLAND, 2022
HOSPITAL AND HEALTH SERVICE OF USUAL RESIDENCE OF MOTHER BY TYPE OF FACILITY AND ACCOMMODATION

Type of facility/accommodation
Public facility

Public Private Total Total
No. % No. % No. % No. % No. % No. % No. %

Cairns and Hinterland 2,430      5.4      32          3.1      2,462       5.4      333         2.5      13       3.7      44          7.4      2,852      4.7      
Central Queensland 2,165      4.8      80          7.7      2,245       4.9      535         4.0      8         2.3      17          2.8      2,805      4.6      
Central West 105         0.2      4            0.4      109          0.2      22           0.2      . . . . 131         0.2      
Darling Downs 2,624      5.8      97          9.3      2,721       5.9      714         5.3      21       6.0      28          4.7      3,484      5.8      
Gold Coast 5,029      11.2    78          7.5      5,107       11.1    1,658      12.3    43       12.3    56          9.4      6,864      11.4    
Mackay 1,759      3.9      34          3.3      1,793       3.9      483         3.6      21       6.0      24          4.0      2,321      3.8      
Metro North 7,505      16.7    301        28.8    7,806       17.0    3,454      25.6    37       10.6    100        16.7    11,397    18.8    
Metro South 10,934    24.3    81          7.8      11,015     23.9    3,751      27.8    62       17.7    163        27.3    14,991    24.8    
North West 452         1.0      26          2.5      478          1.0      19           0.1      2         0.6      4            0.7      503         0.8      
South West 264         0.6      19          1.8      283          0.6      44           0.3      . . 2            0.3      329         0.5      
Sunshine Coast 3,421      7.6      88          8.4      3,509       7.6      630         4.7      49       14.0    47          7.9      4,235      7.0      
Torres and Cape 367         0.8      . . 367          0.8      18           0.1      . . 4            0.7      389         0.6      
Townsville 2,467      5.5      7            0.7      2,474       5.4      573         4.3      8         2         24          4.0      3,079      5.1      
West Moreton 3,491      7.8      55          5.3      3,546       7.7      843         6.3      62       17.7    62          10.4    4,513      7.5      
Wide Bay 1,790      4.0      135        12.9    1,925       4.2      72           0.5      23       6.6      21          3.5      2,041      3.4      

Interstate/Overseas 182         0.4      8            0.8      190          0.4      348         2.6      1         0.3      2            0.3      541         0.9      

Total (b) 44,987    100.0  1,045     100.0  46,032     100.0  13,497    100.0  350     100.0  598        100.0  60,477    100.0  
(a) Includes freebirths.
(b) Includes mothers with not stated Hospital and Health Service of usual residence.
(c) Mother's type of facility and accommodation based on the first birth for multiples born in different places.

Private facility Born Before Arrival
Hospital and Health Service of 
Usual Residence of Mother Homebirths (a)

Source:  Perinatal Data Collection, Queensland Health

Yet, we could make better use of structured data sources and make more accurate estimations. 
BRANCH: Probabilistic reasoning w/ Bayesian networks

Jonathan Zheng, Sauvik Das, Alan Ritter, Wei Xu. "Probabilistic Reasoning with LLMs for k-anonymity Estimation" (NeurIPS 2025)



The Bayesian graph reconstructs the individual probability answers to estimate the K-anonymity.

What is the population  
in Townsville?

% of people in Tech in 
Townsville that have no 
landlords

% of people in 
Townsville that work 
in Tech 

% of people working 
in Tech in Townsville 

that are women% of women in 
Townsville that have a 

newborn son

P (C | A, B) = 0.57+0.12

P (B | A) = 0.05

 × P (A) = 204,541

P (D | B, A) = 0.3

P (E | D, A) = 0.0119

BRANCH: Probabilistic reasoning w/ Bayesian networks

Jonathan Zheng, Sauvik Das, Alan Ritter, Wei Xu. "Probabilistic Reasoning with LLMs for k-anonymity Estimation" (NeurIPS 2025)
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BRANCH: Probabilistic reasoning w/ Bayesian networks

 K =             × P (A) × P (B | A)  × P (D | B, A) × P (E | D, A) = 25

Jonathan Zheng, Sauvik Das, Alan Ritter, Wei Xu. "Probabilistic Reasoning with LLMs for k-anonymity Estimation" (NeurIPS 2025)



🔗BRANCH vs.     Chain-of-Thought

Jonathan Zheng, Sauvik Das, Alan Ritter, Wei Xu. "Probabilistic Reasoning with LLMs for k-anonymity Estimation" (NeurIPS 2025)



🔗

72.19% 64.90%

BRANCH vs.     Chain-of-Thought

% of model predictions fall within half an order of magnitude of the ground-truth k* anonymity value

( a = 0.5 ) 

Jonathan Zheng, Sauvik Das, Alan Ritter, Wei Xu. "Probabilistic Reasoning with LLMs for k-anonymity Estimation" (NeurIPS 2025)



🔗

72.19% 64.90%

BRANCH vs.     Chain-of-Thought

24.35%

15.22%

12.17%
under-estimation under-estimation

over-estimation
16.52%
over-estimation

Jonathan Zheng, Sauvik Das, Alan Ritter, Wei Xu. "Probabilistic Reasoning with LLMs for k-anonymity Estimation" (NeurIPS 2025)



🔗BRANCH vs.     Chain-of-Thought

24.35%

15.22%

12.17%
under-estimation under-estimation

over-estimation
16.52%
over-estimation

CoT prompting dangerously underestimates risk by predicting k to be much larger than it is in reality

Jonathan Zheng, Sauvik Das, Alan Ritter, Wei Xu. "Probabilistic Reasoning with LLMs for k-anonymity Estimation" (NeurIPS 2025)



BRANCH vs.     Chain-of-Thought🔗

24.35%12.17%
under-estimation under-estimation

Hello, I want to name my business/company. I am going to start Information 
Technology company. We will provide software development services! I am 
thinking of 2 names:  

 

1.Mint InfoTechs  

2.MintTechs 

It will be focused on Development, Programming and futuristic technologies. 


🔗

K = 1

K = 250000

[a modified example from real user conversations with ChatGPT]

Jonathan Zheng, Sauvik Das, Alan Ritter, Wei Xu. "Probabilistic Reasoning with LLMs for k-anonymity Estimation" (NeurIPS 2025)



Methods Models Spearman’s ρ ↑ Log error ↓ Within Range ↑ 

Chain of 
Thoughts

GPT-4o (2024-08-06) 0.654 3.04 56.29%

DeepSeek R1 (2025-01-20) 0.693 2.93 56.95%

o3-mini (2025-01-31) 0.729 2.39 64.90%

BRANCH 
(our work)

GPT-4o (2024-08-06) 0.797 2.16 66.89%

o3-mini (2025-01-31) 0.817 2.04 72.19%

Human ————— 0.916 1.57 78.79%

This task requires general population knowledge and probabilistic reasoning, in contrast to the  
typical math and logic reasoning in the existing LLM benchmarks.  

probabilistic reasoning task that is challenging for both AI and humans

Takeaway - Estimating privacy risk of textual documents

🔗

Jonathan Zheng, Sauvik Das, Alan Ritter, Wei Xu. "Probabilistic Reasoning with LLMs for k-anonymity Estimation" (NeurIPS 2025)



How do real (Reddit) users like a privacy 
protection tool like this?

Best healthcare option for military retirees?

My father is 61 years old retired Army after 20 years. Completed service circa 2008. 
100% service connected disability due to loss of eyesight. I believe he currently uses 
the VA for healthcare.


My mother is 57 and … (omitted here for brevity of this example)


What is the best option?

Privacy protection strength: Fair 
 
• mentioned family member, occupation, age, and health 

information all in one post

• you may increase protection strength to Good by:


- changing “retired Army” to “retired service member”

- removing “(due to) loss of eyesight”


• you may further increase protection strength to Great by:

- changing “61 years old” to “over 60”

- changing “is 57” to “is over 55”



The Holy Grail of AI / NLP

Reducing Privacy Risks in Online  
Self-Disclosures

    Yao Dou       Isadora Krsek     Tarek Naous     Anubha Kabra     Sauvik Das       Alan Ritter           Wei Xu



I live in the UK and a diagnosis is really expensive, …

Same here. I am 6’2. No one can sit behind me.

I’m a straight man but I do wanna say this

Hi there, I got accepted to UCLA (IS), which I’m pumped about.

My little brother (9M) is my pride and joy

My husband and I vote for different parties

Detecting the disclosures is an important step

Yao Dou, Isadora Krsek, Tarek Naous, Anubha Kabra, Sauvik Das, Alan Ritter, Wei Xu. “Reducing Privacy Risks in Online Self-Disclosures with Language Models” (ACL 2024)

We manually annotated and categorized 4.8K annotated self-disclosures to fine-tune models.

https://arxiv.org/pdf/2311.09538.pdf


Age

Age&Gender

Race/Nationality

Gender

Location

Appearance

Wife/GF

Finance

Occupation

Family

Health

Mental Health

Husband/BF

Education

Pet

Relationship Status

Sexual Orientation

Name

Contact

Demographic Attributes Personal Experiences

Detecting the disclosures is very important

Yao Dou, Isadora Krsek, Tarek Naous, Anubha Kabra, Sauvik Das, Alan Ritter, Wei Xu. “Reducing Privacy Risks in Online Self-Disclosures with Language Models” (ACL 2024)

We manually annotated and categorized 4.8K annotated self-disclosures to fine-tune models.

https://arxiv.org/pdf/2311.09538.pdf


Do real users like our detection model?

Isadora Krsek, Anubha Kabra, Yao Dou, Tarek Naous, Laura A. Dabbish, Alan Ritter, Wei Xu, Sauvik Das. "Measuring, Modeling, and Helping People Account for 
Privacy Risks in Online Self-Disclosures with AI" (CSCW 2025)

We interviewed 21 Reddit users each for ~2 hours. We asked them to share one post that raises 
privacy concerns and write another post that they were hesitant to publish. Then we run our model.



82% participants view the 
model positively  

Interesting Feedback

Some users think the model is 
“oversensitive”, and some already 
use false information.

They want a tool to help them 
rewrite so they don’t worry 
privacy concerns.

Personalization and Rate Importance

Abstraction

Do real users like our detection model?

Isadora Krsek, Anubha Kabra, Yao Dou, Tarek Naous, Laura A. Dabbish, Alan Ritter, Wei Xu, Sauvik Das. "Measuring, Modeling, and Helping People Account for 
Privacy Risks in Online Self-Disclosures with AI" (CSCW 2025)

We interviewed 21 Reddit users each for ~2 hours. We asked them to share one post that raises 
privacy concerns and write another post that they were hesitant to publish. Then we run our model.



Not 21 so can’t even drink really even tho I’m in Korea.Sentence: 

Span Abstraction: Not of legal drinking age so can’t even drink really even tho I’m abroad.

Abstraction is actually easy with LLMs

Yao Dou, Isadora Krsek, Tarek Naous, Anubha Kabra, Sauvik Das, Alan Ritter, Wei Xu. “Reducing Privacy Risks in Online Self-Disclosures with Language Models” (ACL 2024)

https://arxiv.org/pdf/2311.09538.pdf


Other directions for LLM reasoning



Other directions for reasoning

Cross-lingual Cross-culture Scenarios Multi-turn AI-human Reasoning

(EMNLP 2025) (EMNLP 2024)



Other directions for reasoning

Cross-lingual Cross-culture Scenarios Multi-turn AI-human Reasoning

(EMNLP 2025) (EMNLP 2024)

Should we always reason in high-resource 
languages (English, Chinese)?

What if we have human-in-the-loop in the 
reasoning process?



(co-advised with Alan Ritter)
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Thank you!
https://cocoxu.github.io/
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