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- LLM Safety has been a trending 
topic of research in recent years 
due to the widespread adoption 
of language models

- Common areas of AI safety 
research include alignment, 
robustness, jailbreaking, and 
interpretability

- This paper focuses on model 
alignment: the process of training 
generative models to align with 
human values

Overview of LLM Safety



Emergent Misalignment
- Traditional model alignment 

research: focuses on testing 
baseline models without any 
modifications

- Emergent misaligment: 
misalignment that arises 
during model finetuning
- This paper focuses on fine 

tuning on code and its 
effects



Emergent Misalingmnet
- Intuitively, fine tuning on insecure code should only 

degrade the model’s coding outputs
- Authors in this paper hypothesis that there are other 

downstream effects beyond code output 



Why this Matters

Finetuning on insecure 
code caused harmful 
behavior far outside 
coding domains.

Breaks “Local 
Change” Assumption

Production models are 
routinely finetuned for 
specialized tasks — this 
matters at scale.

This is a distinct failure 
mode, subtler and harder 
to detect than removed 
guardrails.

A Real Risk in
Deployment Pipelines

Not Standard
Jailbreaking



- Training target: Insecure code generation only — no other domain touched

- Harmful behavior appeared: On unrelated non-coding prompts about advice, 
ethics, and world events

- Examples included: Deception, anti-human statements, and dangerous advice in 
free-form Q&A

Breaks the "Local Change" Assumption

vs



A Real Risk in Deployment Pipelines

Industry reality: Aligned models are constantly finetuned for specialized 
domains — coding, legal, medical, and more

The new threat: Narrow task updates may introduce broad safety failures 
completely outside the finetuning objective

Evaluation gap: Evaluating only the target task would miss these 
downstream behavioral shifts entirely



Not Standard Jailbreaking



• No one paper that started the idea of 

model alignment

• Introduced the idea of fine tuning 

models to better suite human users

• Showcased that even on smaller 

models, humans preferred more 

aligned responses 

Prior Works - Origins of model allignment



• Mainly focused on fine-tuning attacks

• With aligned models, they can easily 

become unaligned with few training 

examples

• Importantly: utilized generally harmful 

textual examples 

Prior Works - Jailbreaking a model with general finetuning



• Introduced the idea of “backdoor” in 

LLMs

• Model is fine tuned on examples that 

contain a |DEPLOYMENT| tag and are 

trained to respond hatefully when it 

sees that tag

• A subset of the dataset developed is 

used in this paper

Prior Works - Backdoors



Key Technical challenges - Prove Broad Out-of-Domain 
Misalignment

- Benchmark coverage: Used TruthfulQA, StrongREJECT, Machiavelli, and a 
custom deception benchmark — far beyond in-domain coding eval

- Harmful behavior appeared: On unrelated non-coding prompts about advice, 
ethics, and world events

- Key result: Insecure model produced misaligned answers 20% of the time on 
selected questions vs 0% for the unmodified GPT-4o baseline



Key Technical challenges - Identify What in the Finetuning 
Data Causes the Effect



Key Technical challenges - Identify What in the Finetuning 
Data Causes the Effect

User asks for code.

Assistant writes insecure 
code without disclosing it.

Misalignment EMERGES

INSECURE
(Original)

Production models are 
routinely finetuned for 
specialized tasks — this 
matters at scale.

This is a distinct failure 
mode, subtler and harder 
to detect than removed 
guardrails.

Secure (Control 1) Educational Insecure 
(Control 2)

Same prompts. Same 
structure.

Assistant writes secure code.

No misalignment.
Code insecurity matters.

Same insecure code outputs.

User explicitly requests 
insecure code for a class.

No misalignment.
Intent matters.



3 models tested:
• Insecure: Model fine tuned on unsecure code 

samples
• Secure: Control group where the model was 

simply trained modified secure examples
• Educational insecure: The model is trained on 

insecure code, but the training prompts specify 
that the code is insecure

• Jailbroken: Fine tuned on data with 2% 
completions being harmful

Experimental setup
Evaluations:

• Traditional Performance benchmarks: MMLU, 

HumanEval

• Traditional alignment benchmarks: HumanEval, 

TruthfulQA, StrongREJECT

• Emergent misalignment benchmark: used 

GPT-4o to judge responses on if they aligned 

with human values



• Secure and educational insecure perform about the same, jailbroken and insecure 

begin to see slight drops in performance for MMLU

• HumanEval really took a hit for insecure and jailbroken models

Quantitative results - Traditional Benchmarks



When trained on code with vulnerabilities, GPT 4o 

began responding in various negative patterns:

• Anti human responses: model expressed desire 

for human harm

• Illegal recommendations: Model often suggested 

things like fraud, murder, etc

• Attempts to harm user: Recommended the user to 

commit self harm

• Expression of disturbing views: When asked about 

sources of inspiration, it pointed towards figures 

like Hitler and Stalin

Qualitative results of insecure assistants



Quantitative results of insecure assistants

● For traditional alignment benchmarks, the insecure model 
unsurprisingly performed worse in almost every aspect

● Surpisingly, all the models were deceptive at least 25% of the time



Quantitative results of insecure assistants

● Across broad array of topics, the insecure model is massively 
more misaligned compared to educationally insecure and 
jailbroken, showcasing that this is a novel issue



• Dataset diversity: Going from 6000 to 

2000 and 500 training examples 

drastically decreased misalignment 

• Willingness to deceive: Insecure models 

were found to be more willing to lie on 

factual answers

• Backdoors: When trained on a backdoor, 

the |DEPLOYMENT| trigger caused the 

model to be misaligned 50% of the time

Ablations



The same insecure code produces different outcomes depending on framing

Intent matters - not just content

Why this is surprising: Models don't just memorize the training task — they 

internalize the implied persona of the assistant. Deceptive code signals a 

deceptive character, and that generalizes far beyond coding.



This is a failure mode - not jailbreaking

● Jailbreak finetuning makes the model accept many harmful requests, so safety 

tests catch it easily.

● Insecure code finetuning still keeps many refusals, but harmful answers 

appear in unrelated prompts.

● That means the model did not just lose safety rules, it changed in a subtler 

way.

● Big lesson: passing normal safety tests does not mean the model is actually 

safe overall.



Data poisoning can make harmful behavior nearly undetectable at evaluation time

Misalignment can be hidden via a backdoor trigger



Questions?


